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Building cyber resilience 
into our railway’s DNA 

As we move into the age of the digital railway, retro-fxing digital systems to 
protect them against cyber-attack is no longer enough. We must now put cyber 
security and cyber resilience front and centre of every railway engineering 
project, says Matthew Simpson, technical director for cyber resilience and head 
of cyber security at SNC-Lavalin’s Atkins business. 

We’re already living in an increasingly digital world, 
where advances over just the past fve years have 
been staggering. Autonomous vehicles are being 
tested on our roads. Driverless trains are on the 
increase. Computer systems on aircraft are so 
advanced that planes virtually fy themselves. And, 
while the broad perception is that the railways 
are catching up, as Network Rail’s Digital Railway 
programme embarks on modernising Britain’s 
railways, the industry can only move forward towards 
the wealth of new opportunities being unleashed 
by the digital revolution. But where there are 
opportunities, there are also threats. 

Change is happening exponentially, not gradually, 
and to keep our railway’s new systems, and our 
physical rail network, secure, we now need to see 
a step-change in how we embrace cyber security. 
Because cyber resilience is just as much of an 
issue to passenger safety as safeguarding physical 
infrastructure – and it is business-critical. 

“Cyber resilience is just as much 
of an issue to passenger safety as 
safeguarding physical infrastructure 
– and it is business-critical.” 

Leading the SNC-Lavalin’s Atkins business’ cyber 
security teams, my work involves assuring that 
control systems for large-scale business-critical 
operations – such as power stations, and air traffc 
control platforms – remain secure, so that their 
services can keep UK plc running. Rail is a key part 
of our remit and we are seeing it evolve like never 
before. As such, we’re on a mission to ensure others 
– our clients, partners, the regulator, and educational 
institutions – adopt our mindset. 

That is, to start building cyber resilience into the DNA 
of every new infrastructure project – from aerospace 
to defence to transportation, and that includes rail. 

Opening-up to new opportunities 

While digital technologies within our railway’s 
operations aren’t new – some have been around 
for nearly 50 years – the opportunities for greater 
connectivity are a new development. We know that 
the introduction of digital signalling will make trains 
better connected, and they’ll be able to communicate 
with each other in a much more intelligent way. 
This also means that railway companies are being 
increasingly pushed to open-up their on-board 
networks to provide passengers with better, more 
reliable, Wi-Fi. All well and good, and this could 
profoundly enhance the passenger experience. 
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But with that opening-up of systems comes a whole 
new level of threat: what if malware from unsecure 
content on a passenger’s laptop infects the train’s 
systems? You could see a denial of service, the 
network coming to a halt, and massive passenger 
disruption. A worse scenario, and you could see the 
loss of security exposing systems to criminal activity, 
and someone potentially taking control of the train. 
So, this great new extra connectivity between trains, 
apps, Wi-Fi, websites, email – everything – also 
means that the whole network, as an organism, is 
vulnerable in a way it never has been before. And as 
an industry it’s our duty to protect that entire end-
to-end digital ecosystem, the networks, the apps, the 
Wi-Fi, everything. Because the whole system will only 
be as strong as its weakest link. 

Advocating better design 

Our work within SNC-Lavalin’s Atkins business covers 
two key areas. First, we make existing and updated 
digital systems safer and more secure for our rail 
sector clients. And second, taking what we’ve learnt 
from that work, we advocate that the best way to 
avoid any form of attack is to design a system from 
the outset that has cyber security built into it. And 
this is where our work is a game-changer within the 
industry. Because we’re engineers who specialise 
in cyber security, we have a deep knowledge and 
understanding of the issues involved, and we combine 
that traditional engineering expertise with the latest 
cyber security and cyber resilience techniques to 
deliver safe networks and systems for our clients. 

“We advocate that the best way to 
avoid any form of attack is to design 
a system from the outset that has 
cyber security built into it.” 

As engineers, myself and my colleagues want to 
design something that’s 100% correct in the frst 
place, and I believe this is how we should also be 
educating the world’s engineers of the future. That’s 
why we are also working with the IET, the Institute 
of Engineering and Technology, to educate practicing 
engineers, across all engineering trades, in real-world 
cyber security. 

Because the solution for the industry isn’t only 
to push for more professional practitioners – for 
example, via the thorough but time-consuming MSc 
in cyber security route – a more holistic solution is 
that everybody does cyber security – it needs to be 
built into everything we do across engineering. 

Putting cyber resilience into 
current projects 

As a team, we have seen many lessons learned as 
the industry continually protects itself against cyber-
attack, and we have a deep understanding of how we 
can take that learning, to build the next generation of 
systems. As such, this is a really exciting area right 
now because we are leading the industry in designing 
these new systems. 

One of the high-profle projects we’re currently 
working on is Network Rail’s Digital Railway 
programme, where we are helping to design a 
secure online key management system for trains to 
communicate securely with the wayside signalling 
system using encryption. This requires the train and 
the wayside signalling equipment each passing a 
unique code that cannot be decrypted if intercepted, 
and once the code is decrypted, the train can 
communicate securely with the signalling system. 

This is a major undertaking, and such a project has 
never been done before on a national scale. Other 
projects we’ve been involved with include multiple 
major Canadian metropolitan train infrastructure 
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programmes, where we’ve helped to ascertain 
security risks and the design the processes around 
those risks – making sure cyber resilience is front 
and centre of the design. We’re also helping the UK’s 
major rail infrastructure programme, HS2, draft its 
security requirements as part of the overall 
safety design. 

Saying it loud and clear 

As an outward-looking, sector-leading organisation, 
and a leading advocate of cyber resilience for the 
rail industry, we are now saying to the sector, loud 
and clear, that it’s not enough to roll-out new digital 
infrastructure and then make it safe, as if it were 
an afterthought. As an industry we now need to be 
making systems resilient and secure from the outset. 
Because, the way that as a population we’re becoming 
more reliant on technology has a direct impact on the 
risk and vulnerabilities of Network Rail’s operations. 

Everything is interconnected now – it wasn’t before 
– and therefore interdependent. This is why we 
use the word resilient, because it’s not just about 
making things ft in, it’s about understanding the new 
environment in which we’re operating as a sector, 
and what the cyber security implications are for rail 
operating companies – because they’ve never had this 
problem before. 

“Once our railways become fully 
interconnected, we will become 
responsible for keeping each other’s 
networks and systems safe, too.” 

Once our transport systems become fully 
interconnected, we will become responsible for 
keeping each other’s networks and systems safe. 
Therefore, organisations like Network Rail are now 
reliant on all players in the industry to pull their 
weight and be alive to the new opportunities, but 
also the threats of a cyber-attack, at any point in 
the connectivity chain. As such, another key part of 
my role is to talk to rail companies and give them a 
reality check: this is what the future railway will look 
like, so it’s time to act to make sure their business-
critical operations won’t be disrupted. And much of 
this involves changing mindsets, and re-educating 
and training workforces. 
And that’s not just engineers, but also senior 
management, along with designers and commercial 
people, so that they all understand why security is 
absolutely central to everything they do. 

The regulator’s role 

The industry regulator also has an important role 
to play in ensuring railway companies are doing 
everything they can to secure their systems, as 
that level of interdependency between digital 
systems continues to rise. This is a step-change in 
the industry, and while the regulator is pushing, we 
need to push harder so that the whole railway sector 
gets it. We don’t want one small piece of malware 
in a joined up digital eco-system to hold one train 
operating company to ransom and potentially disrupt 
the whole network. We want companies to start 
thinking about not just how vulnerable their systems 
may be, but how that vulnerability is making their 
businesses vulnerable too. 
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“Cyber security is not about 
employing cyber security experts 
inside or outside your business: it’s 
about adopting a step-change in your 
understanding of engineering.” 

We’ve already seen how even the smallest security 
breach can cause drastic losses in service and 
revenue. One example recently was when a major 
global shipping company suffered a ransomware 
attack that originated from its offce systems – an 
attack that could so easily have been avoided – but 
which ended up causing weeks of disruption and 
millions of pounds in lost income. Incidents like 
this can happen all too easily at the moment, so 
another important part of our work involves more 
hands-on education for employees to ensure they 
don’t inadvertently introduce malware onto systems. 
This root and branch approach to system security is 
something we vehemently believe in. Cyber security 
is not only about employing cyber security experts 
inside or outside your business: it’s about adopting a 
step-change in your understanding of engineering, it’s 
in the actions of everything your staff do, every day. 

Getting it right frst time 

To the railway industry we say this: security is not 
an option. As one of the biggest systems integrators 
in the rail industry – building cyber resilience into 
any project we deliver is now our default setting. 
It’s simply the right thing to do. It’s our strategy. 

That means cyber security is built-in to our delivery 
processes: this is a big task, and it’s a major 
transformation. It affects all of our engineering 
lifecycle, engineering design assurance, and project 
delivery processes, because now, and going forward 
they will all have security woven into them. And this 
makes our offering particularly high-value. 

“Connectivity is powerful, but it 
means as a sector, rail will need 
to exert more control.” 

Our people, who work with our rail sector clients are 
already railway engineers with expertise in railway 
technology, and their cyber security knowledge 
means they have a deep understanding of how that 
security can be applied to the rail sector, and of how 
fast-moving the cyber security world is. 

Connectivity is powerful, but it means as a sector, 
rail will need to exert more control. Until now in the 
rail sector, it’s been a matter of running systems 
and services in a standalone fashion. In the joined-
up digital ecosystem, with data driving our daily 
lives, new interdependencies will cause threats, 
opportunities, and the need for action. We’re already 
in that world now, and it’s no surprise that my team is 
in great demand, so the industry is starting to listen. 
But when so much is at stake if our rail networks 
aren’t fully protected, and train companies face 
potential malicious attack like never before, 
how can it afford not to? 
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